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The risks of compromising confidential client and/or attorney-client privileged
information through the use of technology are growing exponentially, while at
the same time legal professionals become ever more dependent on that same
technology. Generally, the risks present themselves three ways: external
sources (hackers); limitations and vulnerabilities of electronic devices; and the
way that lawyers actually store and transmit data.

The Lawyers for the Profession® group at Hinshaw & Culbertson LLP has
developed Cyber Alerts to help busy law firm general counsel and information
technology departments provide fast and easy access to updates about
important (often critical) developments relating to technology-based risks to all
lawyers and their firms.

Our Cyber Alerts are easy to read and understand and address three
components:

● The nature of the new risks faced by law firms and their clients
● A clear description of the new problem
● A risk management solution (or at least a suggestion as to precautions that

may be appropriate to address the new threat).

Cyber Alerts are designed so that they can easily be circulated around the law
firm whenever the firm's general counsel thinks a particular alert is relevant to
his or her firm's operation.
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Mollie Kugler and Alyssa Johnson Discuss Law Firm Cyber Liability Exposure in
DRI's For the Defense
November 8, 2019
 

DRI Honors Hinshaw's Steven M. Puiszis with Louis B. Potter Lifetime
Professional Service Award
October 21, 2019
 

As Severity of Legal Malpractice Claims Rise, LawyeringLaw.com Provides Risk
Management Tools and Services for Lawyers and Law Firms
June 18, 2019
 

Steve Puiszis Authors Comprehensive Overview of EU's GDPR Privacy Law in
Journal of the Professional Lawyer
January 24, 2019
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Steve Puiszis Addresses Cyber Risks Associated with Lawyers Making Their Email Addresses Public
December 13, 2018
 

Steve Puiszis Cited in ABA Formal Opinion 483 on the Ethical Responsibility of Lawyers Following a Cyberattack
November 12, 2018
 

Steven Puiszis Discusses New York's Proposed Cybersecurity Rules for Banks and Insurers
November 16, 2015
 

Publications
"Bonus Payment" Phishing Emails Are Seeking New Ransomware Victims
February 3, 2022
Law Firm Cyber Alerts

Practical Tips to Mitigate the Risk of Being Hacked by Fake IRS or Google Voice Scams
November 3, 2021
Law Firm Cyber Alerts

Practical Tips to Help You Avoid Taking the Bait of COVID-19 Loan Phishing Scams
January 15, 2021
Law Firm Cyber Alerts

Beware of Fraudsters Posing as Government Investigators to Obtain Protected Health Information
April 8, 2020
Cyber Alert

How to Guard Against Proliferating COVID-19 Scams
March 18, 2020
Cyber Alert

Beware of the Latest Phone Scams
January 6, 2020
Cyber Alert

CCPA Could Frustrate Tripartite Relationship Between Insured, Insurer, and Legal Service Provider
December 17, 2019
Cyber Alert

Bogus Charity Relief Scam is the Disaster that Keeps on Giving this Holiday Season
December 2, 2019
Cyber Alert

'Tis the Season for Tech Support Scams
November 22, 2019
Cyber Alert

'Tis the Season for Spoofed Greetings
November 13, 2019
Cyber Alert

Don't Let Hackers Have a Holiday with Your Information
November 7, 2019
Cyber Alert

Protecting Your Cell Phone When a Hacker Gets Your Number
July 22, 2019
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Cyber Alert

A new method to phish you—a wireless voicemail message
April 23, 2019
Cyber Alert

Watch Your Domain Extensions (Who does that email REALLY come from?)
April 18, 2019
Cyber Alert

Defeating Direct Deposit Phishing Attacks
April 16, 2019
Cyber Alert

Protect Yourself and Your Firm Against Password Spray Attacks
April 9, 2019
Cyber Alert

Guarding Against the Chinese Domain Name Email Scam
March 8, 2019
Cyber Alert

How to Guard Against Impersonation Phishing Attacks
February 12, 2019
Cyber Alert

Owners of Apple Devices Like iPhones Advised to Turn Off FaceTime App Until Apple Issues a Patch
January 29, 2019
Cyber Alert

The Marriott Breach: What to do if Your Information Has Been Compromised
December 21, 2018
Cyber Alert

What a Famous Hip-Hop Artist Can Teach About Cyber Security
November 27, 2018
Cyber Alert

Avoid Becoming Another Hacking Statistic: A Primer on Foreign Domain Extensions
November 8, 2018
Cyber Alert

Avoiding Social Engineering Scams
October 16, 2018
Cyber Alert

Your Mobile is Not Just a Phone — It's a Handheld Mini-Computer Subject to Attack
October 11, 2018
Cyber Alert

Beware of Potential "Vishing" Scams
October 9, 2018
Cyber Alert

Personal Information is being used in a New Cyber Extortion Scam
August 1, 2018
Cyber Alert

Consider Resetting (or, at a minimum, Rebooting) Your Routers to Disable Latest Malware
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June 4, 2018
Cyber Alert

Dual Factor Authentication Can Be Hacked By Phishing
May 16, 2018
Cyber Alert

GDPR Implications for U.S. Law Firms
March 28, 2018
Cyber Alert

Social Engineering Fraud
March 14, 2018
Cyber Alert
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